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Abstract

Conput er security "incidents" occur with alarm ng frequency. The
incidents range fromdirect attacks by both hackers and insiders

to automated attacks such as network worms. Weak system controls
are frequently cited as the cause, but many of these incidents are
the result of inproper use of existing control mechanisns. For
exanpl e, inproper access control specifications for key system
files could open the entire systemto unauthorized access.

Mor eover, many conputer systems are delivered with default settings
that, if left unchanged, |eave the system exposed.

Thi s docunent discusses automated tools for testing conputer system
vul nerability. By analyzing factors affecting the security of a
conputer system a system nanager can identify conmon

vul nerabilities stemring from adm nistrative errors. Using
automated tools, this process nay exam ne the content and
protections of hundreds of files on a nmulti-user system and
identify subtle vulnerabilities. By acting on this information,
system adm ni strators can significantly reduce their systens'
security exposure.

Aut omat ed vul nerability testing tools are available for a w de
variety of systems. Sone tools are comrercially available; others
are available fromother systemadnm nistrators. Additional tools
may be devel oped to address specific concerns for an organization's
conmput er systenms. This docunment exam nes basic requirenments for

vul nerability testing tools and describes the different functiona
classes of tools. Finally, the docunment offers genera
recomendat i ons about the selection and distribution of such tools.



1. Introduction

Most nodern conputer systems have effective controls for

i mpl enenting conputer security. However, nmany systens achieve
considerably | ess security than their controls could offer due to
i mproper use of those controls or errors in system configuration.
The exi stence of these controls presents an illusion of security
to management and users who assume the controls are properly
configured. Thus, they maintain sensitive data and applications on
the systemas if it offered real security.

Many conputer security incidents result directly from such inproper
use. A Ceneral Accounting Ofice report describes one exanple:

The hackers exploited well-known security weaknesses --
many of which were exploited in the past by other hacker
groups. These weaknesses persi st because of inadequate
attention to conmputer security, such as password
managenment, and the |ack of expertise on the part of sone
system admi nistrators...[1]

Ot her highly publicized incidents, such as the Internet wormin
Novenber, 1988 [2], and the DECnet worns (four cases in 1988 and
1989,) [3] [4] [5], exploited simlar weaknesses.

This problemis not necessarily due to inconpetence; even the npst
expert administrator may nmake errors due to the size and conplexity
of conputer systems. The average system supports a w de range of
services and a | arge nunber of files. The security mechani snms used
to control access to services and files nust be flexible to address
a wide variety of requirenents. This flexibility enables users and
adm nistrators alike to heighten or degrade the security of the
conput er system

To ensure that an acceptable |evel of security is achieved, the
admi ni strator should utilize automated tools to regularly perform
system vul nerability tests. The tests exam ne a system for

vul nerabilities that can result from i nproper use of controls or
nm smanagenent. Exanpl es of such vulnerabilities include:

o} easily guessed passwords;

o} i mproperly protected systemfiles;

o] opportunities for planting Trojan horses; and
o] failure to install security-relevant bug fixes.

To identify such vulnerabilities, the testing process analyzes the
content of various files in the systemand the attributes
associated with those files. The nunber of progranms and sheer

magni tude of data make it difficult for a system administrator to
assess a systenm s security. An extrenely large nunber of tests and
checks nay be required. As a result, that review nay be feasible
only with the assistance of the conmputer itself.

Software tools are available to aid the system adm nistrator in
this task. These tools use the power of the systemitself to
performthe |arge nunber of tests required. These tools will be
referred to as automated vulnerability testing tools.



The goal of vulnerability testing is to achieve the greatest degree
of security possible, given a particular system This process
focuses on the current state of that systemto deternmine if common
vul nerabilities exist.

1.1 I ntended Audi ence

Thi s docunment addresses concerns of system adnministrators, security
practitioners and information resource managers. |t provides

gui dance on the inplenmentation, selection, utilization, and
distribution of vulnerability testing tools.

The primary audi ence for this docunment is conposed of system

adm ni strators and system auditors who are responsi ble for

eval uating the security of systens. These tools provide the neans
to performthat task. This docunent assists this audi ence by
provi di ng gui dance in the selection of appropriate tools and the
anal ysis of the output.

The secondary audience for this docunment includes security officers
and ADP managers who are responsible for inplenmenting

organi zati onal security policy. For this audience, conmputer system
vul nerability testing nay be a facet of organizational policy, and
a neans to verify conpliance with policy. The information
contained in this docunent will assist themin the devel opment and
eval uati on of organizational policy based on these tools.

Finally, this docurment may prove useful to programrers who are
devel oping vul nerability testing software. It includes a basic
list of objects to review and sone hints about applying the list
to particular systems. A nunmber of common techni ques for

i mpl enenting vulnerability testing are al so descri bed.

1.2 How To Use This Document

Thi s docunent provi des gui dance on how to:

o] deternmine the types of vulnerabilities that should be
consi der ed;

o] determ ne what objects on a system should be revi ened,

o] determ ne how to test those objects; and

o} i mpl enent a vulnerability testing policy for an organi zation

Section 2, Vulnerability Testing Cbjectives, describes the types
of vulnerabilities that can be addressed. Applying these
objectives to a particular systemis reasonably straightforward;
each objective will relate to a set of prograns or configuration
files.

Section 3, Vulnerability Testing Methods, describes how

vul nerability testing may be performed. The appropriate

nmet hodol ogy depends upon who perforns the testing and the test
obj ectives. Testing a single conputer is different fromtesting
a network of conmputers. Testing perfornmed by the system

adm nistrator will also differ fromtests performed by the
organi zation's security officer. There are several genera

vul nerability testing "nethodol ogi es"; each applies to certain
scenari os.



Section 4, Vulnerability Testing Techni ques, describes and
classifies common techni ques for the inplementation of conputer
system vul nerability tests. These techni ques can i nplenent a
variety of testing nethodol ogies. These techniques use genera
conputing concepts and apply to a wide variety of systens.

Section 5, Policy and Procedures, includes a variety of
recommendati ons regarding the inplenmentation of a vulnerability
testing programwi thin an organi zati on. Reconmendati ons focus upon
the selection, distribution, and use of conmputer system

vul nerability tests.

The docunent is best read in its entirety. However, the relative

i mportance of certain sections will depend upon the reader. The
organi zational security officer or informati on resource nmanager who
is devel oping policy nay wish to skip the inplenentation details

in Section 4. Auditors and system administrators will find the
policy discussions in Section 5 | ess relevant than the renai nder

of the docunment. Programrers will find Sections 3 and 4 npst

i nformative.



2 Vulnerability Testing Objectives

The technical strength of the security in a conputer systemis a
function of the design of its hardware and software. However, the
actual security achieved is a function of the way the nmachine is
used. Security is affected by the actions of both the users and the
system administrators. Users nmay |leave their files open to attack
the system administrator may | eave the system open to attack by

i nsi ders or outsiders.

The features used (or misused) frequently involve system or user

envi ronnment configuration. Two exanples are:

o] A password system provi des sonme degree of potential security.
Users may negatively affect security by using a null password,
sel ecting an easily guessed password, or taping the password
to their termnm nals.

o] The discretionary access controls associated with a typica
operating system provi de sone degree of potential security.
For conveni ence, configuration files set system and user
defaults for the file protection attributes. This frees users
from specifying the protections assigned for every file

created. However, the security achieved will be mniml if
a user's default file protections are "read/ wite/execute by
ANYONE. "
In each of these cases, little actual security is achieved. |If a
user makes these nistakes, the damage is confined to portions of
the systemthat the user can access. |If that user is the system

admi nistrator, the entire systemis at risk.

In conmbi nation, these errors place the systemat greater risk than

either error alone. |If the system adninistrator's default access
control settings allow anyone to alter files, non-privileged users
can replace common system executables with Trojan horses. If a

user also has a "joe account" (where the userid and password are
i dentical), an unauthorized person m ght guess the password and
gain access to the system The unauthorized user could install a
Trojan horse and gain system adm ni strator privil eges.

In each of these cases, the system was vul nerable due to m suse of
the systems features. These ni stakes occur with al armn ng
frequency. Fortunately, it is sinple to identify many common
errors using vulnerability testing tools. These tools search for
vul nerabilities that arise from common adnini strator and user
errors.

Vul nerability testing tools analyze the current state of the
system This is different fromactivity nonitoring or intrusion
detection. Mnitors and intrusion detection systens anal yze events
as they occur. Vulnerability testing tools review the objects in

a system searching for anomalies that m ght indicate

vul nerabilities which could allow an attacker to:

o] pl ant Troj an horses;
o] masquer ade as anot her user; or
o] ci rcunvent organi zational security policy.

Anomal i es mi ght be the unexpected nodification of files,



"suspi cious" content in certain files, or successful perfornmance

of forbidden operations. These anomalies may indicate the presence
of a Trojan horse or an opportunity to plant one. The anomalies may
al so indicate an opportunity to masquerade as anot her user

There are basic rules for systemsecurity that address these
concerns. These rules apply to nobst conputer systens. Autonated
tools can review the systemto verify conpliance to these rules.
The foll owi ng sub-sections descri be sonme basic rules. The first
proposes rules for stand-al one systens; the second identifies
additional rules for systens connected to networks.

2.1 Stand- Al one Systens
To identify vulnerabilities on a stand-alone system vulnerability

testing tools review executabl es shared anobng users, and security
controls that:

o] restrict system access (passwords, smart cards, etc.);
o] set the system configuration; or
o] set a user's configuration

Vul nerabilities in the system access controls may all ow one user
to masquerade as another. The configuration files and shared
binaries are attractive ways to install a Trojan horse. Finally,
the configuration files set default nmechani sms that should reflect
your organi zation's security policy.

It is difficult and time-consuming to review all of these objects
by hand. However, a vulnerability testing package can quickly and
accurately performsuch a review. The typical system has severa
areas where vulnerability testing tools may be applied. These

i ncl ude:

o} identification and authentication systens (especially password
syst ens);

o] content and protection of critical systemfiles, such as
system configuration files;

o] content and protection of critical user files, such as session
start-up and configuration files; and

o] prevention and detection of changes in system binaries.

In this docunment, the termcritical file refers to files whose
nodi fication or disclosure could result in circunventing system
controls. That is, their nodification may allow a user to gain
unaut hori zed access to a system (or resource) or plant Trojan
hor ses.

The foll owi ng sections devel op nore specific objectives for the
application of vulnerability testing tools to password nechani smns,
user files, and systemfiles respectively. These can be applied
to a particular systemto identify specific vulnerabilities for
revi ew.

2.1.1 Password Mechani sns

FIPS Pub 112, Password Usage, contains a basic set of rules for
passwor d- based identification and authentication systens.[6] FIPS
Pub 112 describes ten factors which "must be considered, specified
and controlled when ... operating a password system"” O these
factors, four are candidates for automated vulnerability testing:



o] l ength: Short passwords are easily broken by exhaustive

attenpts.

o] lifetime: Passwords have a linmted lifetime. They should be
changed regularly or whenever they may have been conproni sed.

o} source: Passwords that are not randomly sel ected may be
guessed or discovered by a dictionary attack

o] storage: Passwords stored in a conmputer should be protected

to prevent disclosure or unauthorized nodification.
Note that the six remaining factors are not candi dates for

vul nerability testing. For instance, ownership is the set of
i ndi vi dual s who are authorized to use a password. FIPS Pub 112
states that "Personal passwords used to authenticate identity shal
be owned (i.e., known) only by the individual having that
identity." Mulnerability testing cannot ensure that individuals
have not disclosed their passwords.

2.1.2 User Files

The basic rules for the content and protection of User Files are

derived by considering the testing objectives. User files nust

not permt the installation of Trojan horse progranms. Users must

restrict access to objects they create according to the

organi zation's security policy. The follow ng rules support these

goal s:

o] Protect personal start-up files from nodification by others.
(These files are ideal candidates for planting Trojan horses
since they are ALWAYS executed.)

o} Do not specify personal or shared directories before
system provi ded directories in executable search paths. (This
invites the installation of Trojan horses.)

o} Default protections assigned at file creation should neet
syst em st andar ds.
o] Limt wite access in a user's personal file space (bhy

appropriate protection of user directories).

2.1.3 System Fil es

The rules for System Files are developed in a simlar fashion.

The system configuration files and shared binaries nust be
protected agai nst Trojan horses and audit trails nust be protected
agai nst undesired nodification. The follow ng rules support these
goal s:

o] Restrict nodification privileges for systembinaries to
systenms staff.

o] Revi ew the content of system binaries for unexpected changes.

o] Restrict nodification of systemstart-up scripts to systens
staff.

o} Revi ew content of system start-up scripts to ensure that

secure defaults are specified and prograns executed are not
candi dates for Trojan horse conversion.
o] Protect audit trail log files fromunauthorized nodification



2.2 Network Hosts

In conmputer networks, systens typically share data and ot her
resources. This conplicates the probl em of unauthorized access by
addi ng two new variables: the identity of the renpte system and
the relationship between the identities of the users of the two
systens. The networking software creates additional avenues for
access to the system The security nmechani sns controlling these
access paths must be reviewed for vulnerabilities.

Net wor ki ng software can allow a user or systemto access a system
or its resources. The original list of vulnerability test

obj ectives nmust be enhanced to reflect the additional threats. On
a network host, the test objectives are to identify vulnerabilities
whi ch woul d al | ow

o} a user to masquerade as another user or a systemto masquerade
as anot her system

o] installation of Trojan horses or penetration by network worns;
and

o] circunvention of security policy by users of renote systens.

A network host will have all of the potential vulnerabilities of

a stand-al one system as well as the vulnerabilities contained in
the network services. Review ng the configuration of the network
will require additional tests, but these tests address the sane

i ssues as an audit of a stand-al one system To extend the
stand-al one rules for network hosts, exam ne the added services
with these concerns in mnd. The particular additions will depend
upon the types of services offered and used by the system

For instance, a network host may performall authentications
locally. (In this case, the password is transnitted across the
network.) Then the testing would include all the identification and
authentication rules for the stand-al one system One additiona
requi renent i s needed: network access should not allow users access
to the password file beyond that provided in stand-al one node.

In network environments, nmany systens rely upon the renote

aut hentication of a user. |In this case, the problemis entirely

different. The | ocal host relies upon the rempte systemto

aut henticate users. The result of the authentication is only

reliable if:

o} the renpte systemis known to the system and

o] the renpte systenis identification and authentication database
correlates accurately with the |local systen s database.

That is, it is inportant to know the renote users and their

system

The concerns for user files are simlarly augnented according to
services provided. |If the users can define renote access
capabilities for thenselves, the content and protection of those
files should be reviewed. For systemfiles, the critical files are
any file nodifying renpte access capabilities and system binaries
used in network comunication. Vulnerability testing software can
review the configuration files, verify that binaries have not been
nodi fi ed, and may even verify the correlation of identification
dat abases.



2.3 Summary

The generic rules presented in Section 2.1 provide a basis for
testing any system The particular rules applied in the testing
process reflect the specific features of the systemin question
There may be vulnerabilities associated with every resource (such
as electronic mail or virtual disk) that the system provides.

Exami ne each resource to determine if additional identification and
authentication tests are required or if critical user or system
files exist.

These rul es extend the basic vulnerability testing objectives to
address specific features of the system |f the host supports
addi ti onal resources, such as a database managenent system or
mai ntains a relationship of trust with connected devices, the
testing rules nust be enhanced to reflect this.

The absence of controls on a systemcan reduce the set of testing
rules. For exanple, personal conputers frequently |ack

i dentification and authentication nechanisns or file-level access
control. For those systenms, the identification and authentication
rules do not apply.

Not e that many additional security rules are not candi dates for
review by vulnerability testing tools. For exanple, a software
audit can not detect passwords taped to terminals; this is externa
to the system However, software can determine if a user can copy
the password file.






3.0 Vulnerability Testing Methods

Dependi ng upon the objective, vulnerability tests may inplenent a
variety of methods to assess security. Tests may mimc an attacker
or sinply browse through the systemin nore typical auditing
fashion. Tests may run on the system undergoing audit or may
execute on a renpte system Tests may view the systemnarrowy or
broadl y.

This section describes several different classifications for
vul nerability test prograns. Tests are classified according to:

o] passive or active testing;

o] scope;

o} | ocal, network, or distributed testing; and
o} reporting nmethodol ogy.

The foll owi ng sections define and describe these classifications
and suggest appropriate applications.

3.1 Active and Passive Testing

Tests may be classified as passive or active. Active tests are
intrusive in nature; they identify vulnerabilities by exploiting
them Passive tests only exam ne the systen they infer the

exi stence of vulnerabilities fromthe state of the system

Consi der the exanple of a password-based identification and

aut hentication system A password testing program ni ght actually
attenpt to login with a small set of "easy" passwords. \When
successful, the programm ght mail or wite a notification of this
success to the systemadm nistrator. This is an active test. A
passive test mght involve checking the password file protection
or copying the file and performng off-line encryption and

conpari son of encrypted strings.

Both types of tests are useful. Were the password file is
unprotected, an off-line test is nore efficient, nore realistic,
and nore thorough. Active testing may be the only possible nmethod
if the test program cannot gain access to the encrypted data.

However, active tests are nore dangerous than passive tests.
Active tests can frequently be transformed into a Trojan horse (or
network worm) with only mnor nodifications. Passive tests are
usually less volatile. However, both types are useful to an
attacker, as in the two types of password tests.

3.2 Scope

Test prograns may be classified according to scope. Test prograns
may exam ne a single vulnerability or exami ne the vulnerability of
an entire system The single vulnerability tests have a narrow
scope; the systemvulnerability tests exhibit a broad scope.

The sinplest vulnerability testing prograns test for a single
specific vulnerability. For exanple, a test mght sinply check for
unprotected start-up files. By using a series of such tests, it

is possible to identify common vul nerabilities. However, such



tests do not consider the conplete ramfications of the
vul nerabilities.

The cunul ative effect of a vulnerability may be far greater than

it appears. For exanple, unprotected start-up files allow users to
pl ant Trojan horses. If user X' s start-up files are unprotected,
and X can modify the password file, any user may nasquerade as any
other user. This is a sinple exanple; nore realistic scenarios can
beconme much nore conpl ex.

A single vulnerability test would identify the unprotected start-up
files. Another single vulnerability test might report that X was
anong users who could nodify the password file. A system

vul nerability test perforns many single vulnerability tests,
considers the system s access control rules, and determ nes the
conplete ram fications for system security.

System vul nerability testing is nore useful than a collection of
single vulnerability tests. It is not always possible to correct
every specific itemflagged by vulnerability testing. A system

vul nerability test will assist the admi nistrator in determning the
total risk (to the system) posed by a specific vulnerability.

3.3 Local, Network, and Distributed Testing

Tests may be designed for local testing of a single system network
testing, or distributed testing. Local tests exam ne the system
where they execute. Network tests use comunication links to

exam ne the state of a renote system Distributed tests execute

di fferent tasks on each system according to the system s role.

Most tests are designed for |ocal execution on a single nmachine.
These tests are restricted to the exanination of the (virtual)
system They can exam ne the content and protection of |oca

obj ects, and renpte objects that are available on virtual devices.

They cannot exam ne objects strictly local to renpte systens.

Network tests exanmine the state of renote systens, using

conmuni cation links to access various services and objects. This
type of test permts network security managers to assess
conpliance with security directives. For exanple, a network test
could deternmne if insecure network services were enabl ed by
actively probing systens.

This may be sufficient for network hosts that do not trust other
network hosts. However, if the host is a nenber of a distributed
system a renote system perfornms authentication or access contro
of local objects. |In this case, security-relevant controls and

information are distributed anong the systens. The testing mnust
anal yze conponents from each host to adequately assess the

vul nerability of the distributed system

To ensure synchronization of controls, distributed tests are needed
to conmpare the configurations of the "related" hosts. Tests that
performthis task nust consider each host's role in the system and
anal yze the appropriate conponents. Accessing the appropriate
conmponents often requires |ocal execution, so the tests thensel ves



must be distributed in nature.
3.4 Reporting Methodol ogy

In nost cases, test reports are generated for the local system
adm nistrators. Test reports mght also be returned to a centra
site for auditing purposes. There is a great difference in the two
methods. In the former, the test is a tool for the system

adm nistrator. In the latter, the tests are intended to identify
systems that pose an unacceptable risk to the network

As an exanple, an international network was attacked several tines
by network wornms that exploited the same vulnerability. The
network security adnministrator had i ssued an edict requiring
correction of this vulnerability after the first incident. A
network test with centralized reporting would have assisted the
network administration in the identification of non-conpliant
systenms. |In conbination with adm nistrative procedures (to disable
net wor k connections of non-conpliant systens), such testing m ght
have reduced the networks vulnerability to subsequent attacks.

3.5 Summary

To summari ze the nost inmportant points of this section

o] Restrict the use of active tests to circunstances requiring
their unique characteristics. Active tests can test any
vul nerability, but are dangerously close to a Trojan horse or
worm  Passive test progranms effectively perform nost
vul nerability testing tasks and are relatively difficult to
convert to Trojan horses or wornms.

o] Active testing techniques are closely coupled with the
specific system A variety of passive techniques are
avail able; they may be applied to any system

o] System vul nerability tests analyze nmultiple vulnerabilities
and attenpt to determ ne the cunulative effect. This is
superior to a battery of single vulnerability tests in which
each addresses a specific vulnerability.

o] Local testing is enployed to determ ne the vulnerability of
a stand-al one system or network hosts that do not "trust"
ot her hosts.

o} Network testing is enployed by network security officers to
exam ne the use of "dangerous" services. These are often
active tests.

o] Distributed testing is required for systens that "trust" other
hosts to enforce access control or performidentification and



aut henti cati on.

Vul nerability testing tools use |ocal reporting when enpl oyed
to assist a |local systemadm nistrator. The tools may use
renote reporting when sonmeone other than the |ocal system
adm nistrator (e.g., the network security admnistrator or an
auditor) is analyzing security. Renote reporting is also
useful when a single system adm nistrator runs multiple

machi nes on a single network



4.0 Vulnerability Testing Techni ques

Thi s section describes the various techni ques which my be used to
ensure conformance with the generic testing rules. A single rule
may require several different tests, regardless of the testing

nmet hodol ogy enpl oyed. Each test would enploy a different technique
to exam ne a particular aspect of the problem

4.1 Configuration Review Tests

Modern conputer systens are highly configurable, reflecting the
flexibility of controls and range of security policies that nust
be inplenmented. The relative security of the different
configurations can also vary widely. In many cases, a systemruns
in an undesired and insecure system configuration. This often
occurs because that configuration may be the default or the
sinplest to inplenment. |In other cases, the conplexity of the
configuration file results in an unintended (and insecure)
configuration. Configuration reviewtests read and interpret the
files which represent system configuration information, searching
for evidence of vulnerabilities.

I nsecure configurations nmay exist for |longer periods of tinme than
nost system configuration errors. |f a system configuration error
results in systemfailure or inpacts performance, users wll insist
that the error be identified and corrected in a reasonable tine
frame. Configuration errors degrading security may not be
identified until the machine is successfully attacked.
Configuration review tests are a reliable method for detecting
these errors before a systemis attacked.

An exanpl e of an insecure configuration is uncontrolled sharing of
resources by a network host (e.g., sharing disk partitions with any
system on the network). Few scenarios justify uncontrolled renpote
di sk access. However, if the installation scripts default to
"export to world," many systens' configuration will never be
corrected. This type of configuration problem can be detected by
anal yzing the content of network configuration files with
configuration review tests.

4.2 File Content and Protection

Command files (especially start-up scripts) and systemutilities
are attractive targets for the insertion of Trojan horses. The
integrity of these processes must be protected. A test is required
to ensure that no one but the rightful owner can nodify the
start-up procedure. This is not a sinple task, since each process
may execute others and these nust be protected as well

Verification of access control settings is the first step in
assessing the security of these files. This process is often
conplicated by the fact that many systens support several access
control systens and their interactions are not always clear. In
addition, testing the perm ssions associated with a file nmay be
i nsufficient.

To be nore conplete, it is necessary to verify that all prograns



the command file executes are al so appropriately protected. As an
exanple, a UNI X test program m ght confirmthat rc. boot is owned
by root and protected from nodification by all other users. This
is insufficient; if any program executed by rc.boot is not owned
by root and simlarly protected fromnodification, that programis
a potential Trojan horse. This type of testing requires review ng
the content of the file, and identifying called prograns.

Users can also create vulnerabilities by assigning inappropriate
val ues to user-controlled configuration paraneters or environnenta
variables. In these cases, the content is examned to determ ne the
val ues assigned to user-controlled variables. This value is

eval uated and flagged if insecure.

A sinple exanple is the default file protection attribute that is
assigned when a user creates a file. |If this value is weak, such
as "nodify by anyone," confidentiality and integrity nay suffer

A program could trace through the start-up procedures to deternine
the val ue assigned to this variable.

In a nore conpl ex exanple, UN X systenms typically specify the set
of trusted hosts for accessing BSD networking utilities (rl ogin,

rsh, and rcp) in a configuration file. Users can nodify this |ist
by placing entries in their own network configuration files. The
degree of security provided by the systemis directly affected by
these settings. A programcould read and anal yze the content to
eval uate the security |evel

4.3 Bug Fi xes

Operating system bugs can also be a security vulnerability in a
system Sone highly publicized attacks, including the |Internet
worm have exploited these vulnerabilities to gain access to
systenms. As a result of these incidents, vendors are naking a
concerted effort to develop and distribute patches to correct these
bugs. However, many system adm ni strators do not keep their
systens current by installing the appropriate patches.

The security advisories which announce the availability of the
security patch describe sinple procedures to deternmine if the patch
is required. These procedures usually involve verifying sizes,
versi on numbers, or checksuns associated with the executables. The
appropriate patch(es) can be obtained fromthe vendor

This process can be automated with a programthat reviews system
binaries to verify the installation of security bug fixes. These
tests may be active or passive in nature. Active tests attenpt to
exploit the bug; passive tests use checksuns, file sizes, and
version nunbers to determine if the patch is in place.

The passive tests are extrenely limted in nature; they apply to

a particular hardware platformand a range of software versions.

For exanple, a passive program which confirms that the UN X fingerd
binary is secure nmight only work on SunOS version 3. X for the SUN-3
series of conputers.

The active tests are nore flexible. An active programtesting the



fingerd bug could be reconpil ed and executed on any UNI X system
However, the test programcould also be transforned into a worm or
Trojan horse with only mnor nodifications. As with all active
tests, distribution nust be carefully considered.

4.4 Change Detection Tests

Change detection tests are a class of passive audit tests. These
tests are perforned to verify that files have not changed since
sonme baseline was established. These tests ignore date and tine
stanmps, which may be faked or corrupted, and rely on cyclic
redundancy checks (CRCs) or encryption-based al gorithns such as the
Data Aut hentication Algorithm (DAA) [7], which utilizes the Data
Encryption Standard (DES) [8]. These tests cannot prevent change
or determ ne what has changed, but are reliable for determning if
change has occurred. This sort of test may be perforned to ensure
that a system program has not been replaced with a Trojan horse.

Change detection tests are sometines used in a reverse fashion to
verify that an update has been installed; if the CRC generated is
X, the patch has not been installed. Note that the result of

change detection tests will be different for binaries of the sanme
programon different hardware platforns. Application of such tests
will be limted to particular hardware/software conbinations.

Enhanced techni ques are required to review sel f-nodi fying
executables. In such a case, a "map" specifying the constant
portions of the program and the correspondi ng checksuns are
required.

Change detection testing can be very effective, but is nore
demandi ng procedurally than file content or configuration review
tests. The degree of assurance corresponds directly to the
protection of the baseline. It is best to store checksuns
off-line. Another option is to store the checksuns in an encrypted
form

4.5 System Specific Testing

In some cases, generic testing nust be discarded in favor of
system specific testing. Tests nust be designed to target specific
features of a system when generic techniques are not useful. For
exanpl e, a review of "industry-standard" passwords woul d be
targeted towards specific account-password conbi nati ons unique to
each particul ar operating system

As a general rule, active tests will be systemspecific. They wll
attenpt to exploit specific vulnerabilities by executing
system | evel or resource-level commands. Configuration review
tests are also systemspecific. They will test for particular

i nsecure configurations of this particular operating system

In contrast, change detection tests are entirely generic. The
algorithmutilized to create checksuns is not related to the
system

4.6 Distributed Comruni cati ons



Centrally reported tests are a manageri al device, designed to
assi st personnel who manage or audit a |arge number of systens.
However, this device is also vul nerable to eavesdroppi ng when
executed on typical networks. Eavesdroppers can "listen

prom scuousl y" and obtain access to confidential vulnerability test
reports. These reports may go so far as identifying the

vul nerabilities for the attacker.

Results of vulnerability testing should always be secured if
central reporting is performed. If the system has any

vul nerabilities, the conplete results of vulnerability testing wll
describe themin detail. There are two basic nmethods for
protecting this information.

First, reports can be "sanitized" by reducing the informtion
reported to a sinple nuneric score. Secondly, public-key
encryption techni ques can be used to assure confidentiality. These
techni ques can, of course, be used in conbination

4.7 Artificial Intelligence

Artificial intelligence techniques can be enpl oyed when eval uating
system vul nerability. ldentifying a basic vulnerability in a system
is relatively easy. The ramifications of the exploitation of a
particul ar vulnerability are not always so obvi ous, though

For exanpl e, suppose a user has a null password. Cearly, anyone
can now masquerade as that user. The threat is even greater if
that user can nodify system configuration files. That would |et
anyone plant a Trojan horse, and so execute prograns wth other
users' authorizations. That makes the null password nuch nore
serious. This is arelatively sinple exanple, requiring only two
steps. Mre realistic exanples might require a | onger series of
st eps.

To recognize the full ramfications of a vulnerability, a system
must be able to identify a series of actions that could be
exploited to obtain access or information that could not be

achi eved by exploiting any single vulnerability. This task is wel
suited to rule-based artificial intelligence tools. Gven the
rules for system access, such a tool can quickly determine the
"maxi munt' vul nerability.

4.8 Sunmmary
To summari ze the nost inportant points of this section
o} Passive tests are usually sufficient; active tests are

dangerously close to a Trojan horse and shoul d be used only
in special circunstances.

o] Network testing is useful when configuration files on nore
t han one machi ne nust be synchroni zed or for active testing
of critical system access probl ens.



Tests which anal yze nmultiple specific vulnerabilities and
attenpt to determine the cunul ative effect are superior to a
| arge nunber of tests which address only a specific

vul nerability.

Local reporting is used when auditing to assist a | ocal system
admi nistrator; renmpte reporting is used when the network
security adm nistrator wi shes to anal yze the security of the
network. (Renote reporting is also useful when a single
system adm ni strator runs nultiple nmachines on a single

net work.)

There are many techniques for auditing; these techniques may
be used in concert to address all facets of a potentia
security flaw. Mst techniques |Iook for a clear "problent
ot hers | ook for unexpected change in a system

When passive testing is insufficient, generic techniques nust

be abandoned as well. The basic nature of active testing
targets systemspecific vulnerabilities. As a result, al
active tests will be custom software

Centrally reported tests are vul nerable to eavesdroppi ng when
executed on public networks. Devel opers should draw upon the
field of secure comrmunications to ensure confidentiality.
Failing that, renove sensitive information so that the
eavesdropper does not |earn of specific vulnerabilities.

System vul nerability testing is a conplex task. It can be
i mpl emented by augnmenting other testing techniques with
rul e-based anal ysis techniques. (Oher artificia
intelligence techniques, such as neural nets, may al so be
applicable.)






5.0 Policy and Procedures

An effective vulnerability testing program can increase the |eve
of conputer security throughout an organization. Vulnerability
testing is intended primarily to hel p system nmanagers achi eve the
maxi mum security with available tools. Vulnerability testing is
al so a nmanagenent tool, underscoring the managenent commitnent to
security. Realizing the potential requires that guidelines are in
pl ace and adequate tools are provided to the appropriate personnel

The formul ati on of guidelines is generally the responsibility of
the organi zation's security officer. Guidelines should specify the
procedures for use and distribution of vulnerability testing tools
and the responsibilities of organization personnel in the program

Devel opnent or procurenment of appropriate tools nmust also fall to
the security officer, perhaps with the assistance of system
managers. This process begins by reviewi ng the organization's
systenms and devel oping vulnerability testing requirenments in
accordance with system functionality. The next step is to devel op
specific requirements for each type of system Fromthe specific
requi renents, the available software can be anal yzed for
suitability. Remmining holes may be addressed by custom software.

Utimte success or failure will rest with the system

admi nistrator. A vulnerability testing program s primary goal is
getting the nost security fromthe available controls. The system
adm ni strator nmust performthe tests and address the indicated

vul nerabilities.

5.1 Testing Procedures and Responsibilities

Management shoul d establish systens procedures to ensure that:

o] vul nerability testing is a regular procedure;
o] vul nerability testing tools are avail able and conplete; and
o] vul nerability testing tools that pose a risk to the system

are adequately protected from m suse.

This section presents basic concepts for the fornmul ati on of
vul nerability testing guidelines.

Require regular vulnerability testing of systens.

System nmanagers shoul d perform vulnerability testing on a regular
basis (nonthly or weekly) and at several critical mlestones. The
critical nonents are: installation or upgrade of system software;
nodi fication of user privileges; and an attack (or suspected
attack) on a system \enever system software is installed,

perm ssions and contents should be reviewed. Installation of new
software will also make the baseline for change detection obsol ete.
When user privileges are nodified (such as introduction of new
users or adding users to a new group), the system may be put at



risk. Finally, whenever an attack has occurred, there is a chance
that Troj an horses have been | eft behind.

Provide vul nerability testing tools to all appropriate personnel

System nanagers are the prinmary beneficiaries of testing tools.
However, other nenbers of an organi zation nmay al so use these tools.
Net wor k managers nay benefit fromthese tools; auditors can al so
use these tools to judge the security posture of systenms. The
organi zation's security officer should identify personnel with
security responsibilities and take their needs into account in the
tool kit devel opment process.

Ensure that adequate tools are available for the nbst common
syst ens.

Provi de access to adequate software for conmon agency systens
t hrough an organi zational vulnerability testing toolkit. This
tool kit may include:

o] | ocal |y devel oped software;
o] public domain tools; and
o] comrercial vulnerability testing packages.

Internet archive sites and systemspecific users' groups are good
sources for public domain software. These packages are usually
distributed in source code, and can be ported to new CS rel eases.
When commerci al packages are sel ected, the purchase of site
licenses is a good plan. In any case, supplying the tools froma
central site will encourage use of these tools. Requirenments for
vul nerability testing may be ignored if tools are expensive or
difficult to |locate.



Devel op checklists where vulnerability testing tools are not
appl i cabl e.

Sone itens noted in Section 2 cannot be assessed on all platforns.
This may be due to a lack of controls or the variety of hardware
platforns. For exanple, an organization m ght have a dozen types
of PC-conpatible conmputers. Many of these systens will |ack

i dentification and authentication; those which support it may do
so in a non-standard manner

Most organi zati onal security guidelines address sel ection of
passwords, and vulnerability testing of nulti-user systenms should
exam ne conpliance to those guidelines. However, PC passwords are
an exanpl e where conpliance cannot be assessed. In this case, the
vul nerability testing process would include a checklist that would
rem nd the user of the guidelines. The user would sinply check the
appropriate boxes to verify conpliance. For PC passwords, the
checklist mght appear as foll ows:

(Box) Password is at |east six characters in length, and is
m xed case or includes a digit.

(Box) Password is not the nane of a person or place.

(Box) Location is physically secured when authorized personne
are not present.

Increase depth of analysis for critical nodes.

Some systenms are nmore inportant to the organization than others.
The tests should reflect this fact. For exanple, a UN X-based
network gateway is probably nore inportant than a UN X-based system
configured as a single user workstation. The gateway should be
subjected to nore intensive vulnerability testing techniques. The
organi zation's security officer should identify these critica

nodes and deternmine the |evel of testing required.

5.2 Devel oping a Tool kit

The primary tasks involved in the devel opment of an organization's
vul nerability testing toolkit are to ensure that the vulnerability
tests are conplete and the tests thensel ves do not pose a risk to
the system



There are a nunber of concrete steps which nay be taken to obtain

adequate tests.

o] Revi ew t he organi zation's systens and devel op vul nerability
testing requirenents in accordance with system functionality.
This process is based upon the generic rules presented in

Section 2.

o} Sel ect appropriate methodol ogi es for each class of personne
(e.g., system managers and network security managers) that
will use these tests. This process is based on the
i nformati on presented in Section 3.

o] Devel op specific test requirements for each type of system

o] Anal yze the avail abl e software agai nst the specific

requi renents (developed in the previous step) for suitability.

o} Address unfilled requirenents by devel opi ng or procuring
custom software. (Devel oping these tests requires considerable
know edge about security but does not require extraordinarily
difficult software techniques.)

The follow ng cormmon-sense points should be considered in this
process.

Vul nerability testing tools should be conprehensive.

Any single hole in systemsecurity can place an entire system at
ri sk. Thorough testing of identification and authentication
controls without testing the content and protection of system
configuration files will only perpetuate the illusion of security.
Conmput er system vulnerability testing tools should address every
applicable itemfromthe generic rules list presented in Section
2.

Active tools should only be used where passive tools are
i nadequat e.

Passive tools are preferable, because of the simlarity of active
testing tools and automated attack tools. However, active tools

may be required to verify conpliance in critical cases. Critica

cases woul d include known vul nerabilities which have been or are

currently being exploited.

As an exanple, a network security adm nistrator m ght use active
tools to ensure that critical security vulnerabilities have been
closed. These vulnerabilities nmight have been exploited by known
network worms or hackers currently targeting an organization. In
such a case, the network adm nistrator nmay use an active tool to
identify systenms that have not closed the security hole.

Note that any active network testing tool nust be witten to
execute locally, "probing" the renote systens. The risks of a
"good" worm being trapped and nodi fied by hackers woul d outwei gh
any possible inprovenent in security. The worm could be trapped,
and sinple nodifications to the executable would quickly generate
a very dangerous attack nechani sm



Borrow from organi zati ons with an established vulnerability testing

program

If an organization has a small nunber of systens of a particular
type, it should | ook to organi zations with a | arge conputi ng base
of this type for assistance. This assistance nmay include

devel opnent of vulnerability testing requirenents, analysis of
avail abl e tools, or sharing agency-devel oped tools.

5.3 Distribution of Tools

There are two viewpoints on the use and distribution of

vul nerability testing software. The software can assist a

consci entious system adnministrator in the mai ntenance of a secure
configuration. It can also be used as a tool to assist to a
mal i ci ous individual attenpting to penetrate a system Those who
enphasize its positive potential tend to support wi de distribution
of such software. Those who enphasize its negative potential are
often proponents of limted distribution

The potential of vulnerability testing tools cannot be achieved
unl ess they are in the hands of the appropriate personnel. This
section provides basic guidelines concerning the distribution of
vul nerability testing tools.

Di stribute passive tools w dely.

Passive tools for system adninistrators should receive w de
distribution within the organization. These tools are worthless
to an organization if they are not in the hands of the system

adm ni strators. Properly used, these tests guard agai nst the type
of conmon mi stakes which can lead to sinple manual attacks or worm
attacks. Many simlar tools, and in sone cases these exact tools,
are believed to be available in the hacker community. Wde
distribution of these tools is necessary to place system

admi ni strators on an even footing with their adversaries.

However, active tools devel oped for network or organizationa
security adm nistrators should be tightly controlled. Whether in
source or binary form such tests represent a serious threat to the
organi zation. Distribution of active tools is an invitation for
automated attacks, especially in networked environnents.

Source code distribution is usually preferable for passive tools.

Local | y devel oped or public domain vulnerability testing tools can
be distributed as source code or in binary form (Comercially
avail able tools will usually be available in binary only.) The
nost appropriate form depends upon the organi zation's conputi ng
systens and the personnel who admi nister the systens.

Source code distributions allow the systemadnm nistrator to locally
conpile or interpret the tests on a wide range of systens. This

is the sinplest way to address the myriad of hardware and software
combi nations in open systens. Binary distributions would require
too nuch mai ntenance for nost organizations.



However, source distribution has its drawbacks. Source

di stributions provide a nice, readable description of the security
vul nerabilities reviewed. Source code can potentially be nodified
for use as an automated attack technique. Finally, the systens
adm nistrators need to be able to nodify and conpile the software.

In an organi zation with honbgeneous conputing systens, tools can
be distributed in binary form This nay be preferable. |If the
users will be system administrators and auditors with mninal
experience, binary distribution may be required.

Secure the distribution process.

The security of the distribution process itself is another

i mportant consideration. The distribution process should ensure
both integrity and confidentiality of the delivered tools. The

di stribution process nmay involve transfer of physical nmedia or may
be perforned el ectronically.

If the distribution process involves physical nedia, security

begi ns with physical control. Registered mail (or simnilar)
delivery can provide assurance that the media reaches appropriate
personnel. This is sufficient for sone classified information; it

is probably good enough for many types of tools.

If this level of security is insufficient (e.g., active tools),
encryption beconmes the prinmary nmethod for securing the distribution
process. Encryption can be used to provide both integrity and
confidentiality. It is critical that the key and software are
delivered via different paths.

If electronic distribution is enployed, the transfers should be
performed froma single, protected server. Several alternatives
are available to secure this type of distribution. The server may
require identification and authentication (pre-authorized passwords
of users for access. Encryption can protect end-to-end security.
CRC techni ques can be used to verify integrity. These nethods can
be used in conbination.

If passwords are to be used for authentication, distribution of
passwords with a limted |[ife span to system adm nistrators who
request the information via e-mail would provide a limted audit
trail. Tel ephone distribution of passwords (rather than e-mail)
woul d provi de additional confidence in the authentication.

Protect the software after distribution.

Security nmeasures should not end with the distribution process.

Cui del i nes for safe use should be provided with the software.
Simlarly, the possible ranm fications of unprotected tests should
be explained. System admi nistrators should be required to protect
the executable files (binary files or cormmand files) and delete the
source prograns for conpiled code.

Address bug fi xes.

Central distribution of security-relevant "bug fixes" is



appropriate if the organi zati on has a honbgeneous conputing base.
Bug fixes can be archived or distributed via electronic mailing
lists. Distribution of security patches should be protected in the
sanme manner as vulnerability testing tools.

Distribution of relevant "bug fixes" to appropriate systens can be
very difficult in a large organization with a m xed conputing base.
The rel evance of the bug fix depends on the systenls current

har dware and software configuration. |f the agency has access to
a mgj or network, sinply provide information regarding
systemspecific mailing lists where such patches are regularly
announced. The administrators of the systems would be responsible
for obtaining the appropriate security patches.

5.4 Summary

The organi zation's security officer shoul d:

o] deternmine the level of testing required for the "typical"”
system and the frequency with which it is required;

o] deternmi ne who should have access to security access tools and
the testing nethodol ogi es they shoul d enpl oy;

o] identify critical systenms that will require nore rigorous

testing;



o] ensure that adequate tools are available for the npst comon
systems; and

o] ensure that appropriate guidelines are in place where testing
i s unusabl e.

Possi bl e sources for toolkits are public domain tools, |oca

devel opnent, and procurenent of conmercial tools. Toolkits should
enphasi ze passive tools; they are adequate for the great majority
of testing scenarios. The distribution process should be as secure
as possible, but wide distribution is inperative. |If active
testing tools are required, they nust be tightly controll ed.
Finally, procedures for distribution of security-relevant bug fixes
nmust be devel oped.

The ultimte success or failure of a vulnerability testing program
depends upon the system nanagers, auditors, and resource nmanagers
who receive the tools. They nust use these tools to realize any
benefit. Equally inportant, managers nmust act upon the data these
tools provide. |If they do, the |level of conputer security achieved
by an organi zati on can be increased greatly.
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Primary Tool s Revi ewed

A nunber of tools were exam ned while performng research for this
paper. The majority of these tools were designed for UNI X or VMS
systens, although tools exist for personal conputers and nmi nfranes
as well. This section provides a brief description and references
for the major tools or toolkits reviewed.

Not e that newer versions have been rel eased for nost of these
packages. Many other tools have al so been devel oped, but were not
reviewed for this project. Information about vulnerability testing
software that is currently available for your system may be
obt ai ned from your vendor, user groups, or various electronic
mailing lists.

COPS 1.3

COPS, or the Conputer Oracle Predictor System is a collection of
configuration review tests, file protection tests, password tests,
audit trail analyzers, and a CRC-based checksum program for
detection of change. COPS is conposed primarily of single

vul nerability tests, but it also includes a rul e-based system

vul nerability anal yzer. COPS is in the public donmain and source
can be obtained froma nunber of ftp sites on the Internet or
conp. sour ces. uni Xx.

The original COPS paper, "The COPS Security Checker Systeni by Dan
Farmer and Eugene H. Spafford, can be found in the Proceedi ngs of
the Sumrer 1990 USENI X Conf erence.

Clyde Digital Security Tool kit

Clyde Digital's Security Toolkit is a commercial software security
package for VAX systens using VMS. Security Toolkit is designed
"to assess the security of VAX/VMS conputer systens." Security
Tool kit is a collection of locally reported passive audit tests.

A variety of targets are audited, including:

user access authorizations;

capabilities and rights anal ysis;

obj ect access, controls and protections;

network security and renpte access authorization (proxy

| og-in; protection of network objects; security of network
executor);

VMS audit and sysgen reporting; and

o] prior period conparisons.
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Clyde Digital's Security Baseline Systemis available as an option
for the Security Tool kit security package for VAX/VMS. Security
Baseline is designed to "locate and report discrepanci es between
current system characteristics and site-defined security
standards. "

The system consists of three conponents: Tenpl ates; Tests; and
Basel ines. The Tenplate defines the correct attributes for a set
of systementities. The types of entities are pre-defined. Tests



are used for the comparison of systemspecific entities against a
tenpl ate. Baselines are |ogical groupings of tests which nay be
executed interactively or in batch node

UNI X- CAATS

NI ST and the Departnent of Energy devel oped the UNI X- CAATS software
package for use by auditors fromthe Departnent of Energy |nspector
General's Ofice. This package included a password checker by Dr.
Matt Bi shop (formerly of NASA/ Ames), and a variety of passive
single vulnerability tests. The single vulnerability tests

i ncl uded system and user configuration review tests, network
configuration tests, and access control review tests. It also
included a file permission verifier simlar to SPI/UNIX s File

Perm ssi on I nspector.

The NI ST/ DoE tool kit |acked CRC testing and conplex file protection
tests (which would read files and deterni ne other prograns and
files which would be executed). UN X-CAATS is no | onger supported;
its functionality has been superseded by COPS.

SPAN Tool ki t

The SPAN Tool kit includes NASA devel oped software for VMS
vul nerability testing. This toolkit is available to all VMS
systens connected to the NASA Science Internet (NSI). The prinmary
security test conponents include:

o] captive account auditing;

file-based checksum cal cul ati on and conpari son

di rectory-based differencing for on-line backup disks;
di cti onary-based password checki ng;

a security alarmextractor;

a termnal timeout and resource control nonitor;
autility for identifying high-risk accounts; and a
pronounceabl e password generat or

O 0OO0OO0OO0OO0O0

The system | acks tools for exam ning the contents of system
configuration files. It may not be obvious which combi nations of
privileges present an unacceptable risk. The system does not
exam ne capabilities and rights, or object access authorization.
When mi sused, these VMS features may result in unexpected access
privil eges.

The Security Profile Inspector for UN X

The Security Profile Inspector for UNIX (SPI/UNIX) is a software
package devel oped by Lawrence Livernore National Laboratory for

vul nerability testing of VMS systens. The package is avail able for
distribution within the Departnent of Energy. (O her agencies may
al so be able to obtain the package. Contact the Conputer I|ncident
Advi sory Capability, or CIAC, for further information.) SPI/UN X
is a set of three passive tests which performthe foll ow ng
functions:

o] test for easily guessed passwords;

o] generate and verify checksuns of critical files; and

o] save and verify current access perm ssions associated with



critical files;

SPI/UNI X does not review protections of prograns called within
critical shell scripts or review the content of configuration
files.

The Security Profile Inspector for VMS

The Security Profile Inspector for VM5 (SPI/VMS) is a software
package devel oped by Lawrence Livernore National Laboratory for

vul nerability testing of VMS systens. The package is available for
distribution within DoE, and is simlar in nature to the SPI/UN X
package. (Other governnment agencies may be able to obtain the
package as well.)

The SPI/VMS package consists of four prograns which

o] check for trivial passwords, such as user names, dictionary
words, and null entries;

o] store, retrieve and verify checksunms and tine stanps
associated with critical systemfiles;

o] identify all users who have access to a specified file or
files; and

o} check a specified list of files for a particular identifier

or for identifiers in general

Li ke SPI/UNI X, the package does not concern itself with the content
of files. FErrors in network or system configuration are not
explicitly identified. The systemonly identifies nodifications
in content or access paraneters of critical files.



